Cyberlaw

Fall 2004
Prof. Susan Crawford

Cardozo School of Law
Course Information and Syllabus [as of 8/31/04]

T-Th, 12:00-1:20 pm, F, 12:00-1:00 pm

Room 304

Office: Room 523

scrawford@scrawford.net

Contact Information:  The best way to reach me is via email at scrawford@scrawford.net.  Office hours are 1:30pm to 2:30pm, Tuesday and Thursday.  I am happy to make appointments via email for other times.

Course Materials:  Bellia, Berman, Post:  Cyberlaw:  Problems of Policy and Jurisprudence in the Information Age (2003); supplemental materials; materials posted on scrawford.net (under "courses").  

Course Requirements:  Attendance and active participation are essential.  There will be a one-hour technical tutorial each week.  You will not be graded on the tutorial subjects in detail.  There will be a four-hour final exam.  Grades will be based on the quality of participation and attendance at the tutorial (33 1/3%) and the final exam (66 2/3%).

Class 1 -- Why Cyberlaw?

Tues., Aug. 31

Casebook, pp. 1-13


Easterbrook, Cyberspace and the Law of the Horse

Lessig, The Law of the Horse: What Cyberlaw Might Teach 

John Perry Barlow manifesto (supplement)

Class 2 -- Internet Basics

Thurs., Sept. 2

Casebook, pp. 13-23


ACLU v. Reno

Jeff Tyson, How Internet Infrastructure Works (supplement)

Marshall Brain, How Domain Name Servers Work (supplement)

Tutorial 1

Friday, Sept. 3

Basic introduction to the internet

Class 3:  Analogy Problems

Tues., Sept. 7

Casebook, pp. 25-48

eBay v. Bidder's Edge


Intel v. Hamidi

No Class Sept. 9 or 10

Class 4:  Consumer Confusion and Online Trademarks

Tues., Sept. 14

Casebook, 48-65


Brookfield v. West Coast Entertainment


Planned Parenthood v. Bucci


PETA v. Doughney

Recommended:

U.S. Patent and Trademark Office, Frequently Asked Questions (FAQ) About Trademarks <http://www.uspto.gov/web/offices/tac/tmfaq.htm>

Tutorial 2

Wed., Sept. 15 
What ISPs do; how routers work

Class 5:  Internet Access and Content Filtering

Tuesday, Sept. 21

Trademark cases, cont.

Casebook, 66-71


Mainstream Loudon v. Board of Trustees

Class 6:  The Theoretical Debate

Thurs., Sept. 23

Casebook, 73-93


Law and Borders


The Internet and the Abiding Significance of Territorial Sovereignty


Against Cyberanarchy


Against "Against Cyberanarchy"

Tutorial 3

Fri., Sept. 24

How filters work and what China has done with filters and with power over its ISPs

Class 7:  The FCC

Tues., Sept. 28

Attend "Nethead/Bellhead:  The FCC Takes On the Internet"

Tutorial 4

Wed., Sept. 29

How VOIP works

Class 8:  Jurisdiction to Prescribe

Mon., Oct. 4

The Theoretical Debate (cont.)

Casebook, 93-104


ACLU v. Reno


Ashcroft v. ACLU

Class 9:  Jurisdiction to Prescribe
Tues.., Oct. 5

Casebook 104-107


La Ligue Contre le Racisme et l'Antisemitisme v. Yahoo
Dow Jones & Company, Inc. v. Gutnick (supplement)
Tutorial 5

Wed., Oct. 6

Tracking users (cookies, IP addresses, spyware)

Class 10:  Jurisdiction to Adjudicate (I) 

Tues.., Oct. 12

Casebook 135-155


Asahi v. Sup. Ct. of Calif.


Inset v. Instruction Set


Zippo Manufacturing v. Zippo Dot Com, Inc.

Class 11:  Jurisdiction to Adjudicate (II)

Thurs., Oct. 14

Casebook 156-167



Winfield v. McCauley



Young v. New Haven Advocate



The Globalization of Jurisdiction

Global Telemedia v. Doe (supplement)

Dendrite International, Inc. v. Doe (supplement)

Godfrey v. Demon Internet Ltd. (supplement)

Tutorial 6

Fri., Oct. 15

DNS in detail; role of registries, registrars

Class 12:  The Power To Enforce

Tues., Oct. 19

Casebook 167-175, 179-189



Yahoo! Inc. v. La Ligue Contre le Racisme et l'Antisemitisme (also read 9th Circuit decision 
at scrawford.net)

:

Chasing Bits Across Borders



The Internet and the Legitimacy of Cross-Border Searches

Class 13:  Domain Names as Trademarks

Thurs., Oct. 21

Casebook 198-225



AOL v. Chih-Hsien Huang



CNN v. CNNews.com



GlobalSantaFe Corp. v. Globalsantafe.com

Tutorial 7

Fri., Oct. 22

Internet navigation (how links work, HTML, Google, Sitefinder dispute)

Class 14:  Problems of Legal Versus Technological Regulation  

Tues., Oct. 26

Casebook 233-249



Foucault in Cyberspace



Yahoo! Experts' Report



Natl. Football League v. TVRadioNow

Class 15:  The Effect of Technology on Legal Rules

Thurs., Oct. 28

Casebook 249-269



Olmstead v. US



Katz v. US



Kyllo v. US

Tutorial 8

Fri., Oct. 29

How key escrow and encryption work

Class 16:  Copyright Protection

Tues., Nov. 2

Casebook 269-286



Sony v. Universal City Studios



Real Networks v. Streambox

Class 17:  The DMCA

Thurs., Nov. 4

Casebook 286-303



Universal City Studios v. Corley

Tutorial 9

Fri., Nov. 5

DRM generally

Class 18:  Problems of "Public" versus "Private" Regulation

Tues., Nov. 9

Casebook, 335-357



Marsh v. Alabama



Amalgamated Food Employees Union v. Logan Valley Plaza



Lloyd Corp. v. Tanner



Hudgens v. NLRB



Cyberspace and the "State Action" Debate

Class 19:  Government Regulations v. Private Filtering

Thurs., Nov. 11

Casebook 412-443



Reno v. ACLU



Rating the Net



Code and Other Laws of Cyberspace

Pennsylvania Internet Child Pornography statute (supplement)

CDT v. Pappert (supplement)

Tutorial 10

Fri., Nov. 12

General inter-networking

Class 20:  The Role of ISPs and Other Intermediaries

Tues., Nov. 16

Casebook 498-517



Cubby v. CompuServe



Stratton Oakmont v. Prodigy



Zeran v. AOL



Blumenthal v. Drudge

Tutorial 11

Wed., Nov. 17

How P2P works; new P2P services coming

Class 21:  Copyright Liability I

Thurs., Nov. 18
Casebook 518-540



Religious Technology Center v. Netcom



A&M Records v. Napster

Class 22: Copyright Liability II



Tues., Nov. 23

In re Aimster (supplement)

MGM v. Grokster (supplement)

Class 23:  Control Over Information

Wed., Nov. 24

Casebook 555-571



McIntyre v. Ohio Elections Commission



In re Subpoena Duces Tecum to America Online



Doe v. 2The Mart.com 

RIAA v. Verizon (DC Circuit opinion at scrawford.net)

No Class Week of Nov. 29

Class 24:  Monitoring

Mon., Dec. 6

Casebook 598-604, 618-627



Smyth v. The Pillsbury Company



Konop v. Hawaiian Airlines, Inc.



In re Doubleclick
Class 25:  RFID and Sensors

Tues., Dec. 7

Materials to be posted on scrawford.net

Tutorial 12

Wed., Dec. 8

Things regulators do (Carnivore, CALEA, digital outputs, broadcast flag)

Class 26:  Cyberspace and the Formation of Law and Policy

Thurs., Dec. 9

Casebook, 703-726



The Globalization of Jurisdiction



Whose Republic?



Community in the Abstract



The Future of Ideas



Governing Cyberspace

Primer on the Broadcast Flag (posted at scrawford.net)
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