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On Friday, June 11, 2004, a roundtable discussion of The Accountable Net – focused on the concept rather than on the paper itself
 -- took place at the Benjamin N. Cardozo School of Law. A distinguished group of technologists, entrepreneurs, policy analysts, and lawyers, representing a diversity of viewpoints, gathered to discuss the nature and implications of the vision of Internet governance offered by Johnson, Crawford, and Palfrey.  The participants are listed below.
The day’s discussion was part graduate seminar, part strategy session, and part debate.   A summary follows. 
What is the Accountable Net?

Johnson, Crawford, and Palfrey offer the Accountable Net not as a concrete proposal or agenda, but as a prediction, a vision of how technology, law, and behavior will evolve to provide order (and “governance”) online.  At the same time, their paper is not only a prospective description; it begins, and this session continued, an exploration of the principles that ought to guide this evolution and the circumstances that will allow it to occur. 

A useful example of a challenge that calls for some sort “regulatory” response is 
unsolicited commercial email, or “spam.”  As spam grows from a manageable annoyance to a costly impediment, internet entities are developing different ways of dealing with it.  These entities, which include netizens,
 internet service providers (ISPs), email service providers (ESPs), and possibly governments, will implement solutions to manage the spam problem.
  Some internet users may deal with spam by closing their inbox to the outside world and only accepting messages from people they trust.  Others may rely on their ESP for a solution.  The ESP might, in turn, filter email based on the content of the incoming messages.  The government might decide that the internet cannot develop effective solutions for dealing with spam and so may pass laws requiring senders to identify themselves in ways that can be authenticated.  
Different solutions will have different consequences with respect to central values fostered by the architecture of the internet: anonymity, privacy, trust, serendipity of discovery, and individual empowerment.  The Accountable Net idea is that the best method for dealing with spam, because it is the one most congruent with these values, is to enable users to identify messages from trustworthy sources.  As individual users act to control their own in-boxes, order will emerge from the countless actions of individual users.

The Accountable Net argued that decisionmaking should be preserved at the individual level, with industry implementing the choices of individuals, rather than having government impose centralized systems.  A principal audience for this message consists of those, especially those in government, who believe someone must be “in charge” of the internet.

The group agreed that the Accountable Net was a description of future internet social paradigms that was normatively attractive and also likely to be descriptively accurate.  The task, for the assembled group and others, was to identify values and best practices that might be built into the Accountable Net’s technical attributes, obstacles, and opportunities -- what the psychologist James Gibson has called "affordances." 

The Roundtable set out to: 1) describe what is going on today as a basis for understanding how future technologies may look; 2) identify the values that should inform the development of the Accountable Net; 3) prioritize those values, identifying those that some netizens might be willing to compromise but others not; and 4) articulate an understanding in which the implementation of solutions by end-users is itself a form of “governance.”  Voluntary choices will lead to emergent order that both fixes the problems and provides stability.
Current Accountable Net Solutions 
Concrete examples of Accountable Net solutions currently exist in the marketplace
.  Representatives of two large online community/service providers, an email service provider, and two public interest organizations gave presentations describing some of these tools of self-governance.
The first presentation was from a company with a platform that aims to restore trust in email and in messaging generally while shifting spam’s economic burden from the recipients to the senders.  First, the system creates “trusted class” email by accrediting senders and authenticating and labeling messages.  Second, it imposes a per message fee on the sender.  The sender’s behavior is controlled by the number of complaints registered with the company against that sender. 

The company’s presentation raised some concerns among the participants.  The company is acting as a common carrier but can control senders’ access to its service.  What protection is there against it forbidding access arbitrarily?  A competitive marketplace could control such abuses; in its absence, the company could be an attractive target for government regulation. In essence, a government authority would be able to point to abusive service providers as an occasion for heavy-handed and non-congruent one-size-fits-all regulation.
A large online community/service provider made the next presentation, focusing more on the evolution of its approach to governance than on the technical details of its particular solutions.  Originally, the company had acted in the role The Accountable Net describes as a “benevolent dictator.”  Users were able to report inappropriate behavior which the company would review on an individual basis.  This approach was a huge burden both practically and financially.  At the same time, it was ineffective.  Although users registered a steady stream of complaints, they saw little reduction in bad behavior since individualized ad hoc attention to each reported problem could not put a significant dent in wrongdoing.  The company has moved away from this benevolent dictator model by shifting power and decisionmaking to its end-users.  For example, it provides a spam box where the user can check for any incorrectly filtered messages.  The company has also enabled the user to identify email from those they correspond with regularly by highlighting messages from people whose addresses are in the user’s address book.  This combination of solutions is sophisticated enough to empower the technorati and power users while simple enough to meet the needs of the most basic user without relying on the discretion of a central authority.
Similarly sophisticated solutions that are easy to use are being implemented in the company’s instant messaging (IM) platform as well.  By creating technical solutions that empower the end user, the company avoids the burdens of benevolent dictatorship while allowing more accurate decisions about what email users receive.

The next presentation concerned “Tripoli,” or “EEE,” which stands for “empowered email environment.”  This is a proposal for an open source platform that would deal with spam by attaching cryptographic tokens to email.  At this stage, the proposal exists only as a framework for what the platform might look like.
  One particular benefit of Tripoli is that it is polymorphic: tokens can consist of various levels of identity information, and the amount of such information that must be provided in the token can be determined by the email recipient.  The individual user thus determines at what level to set privacy protection.  
A user who likes to receive junk mail or wants an inbox open to anyone can configure the system to require no or very little authentication.  A user at the other end of the spectrum can configure a “white list” of approved senders.  A sender not on the white list would be required to create a token with the particular identity/authentication information that that recipient has required before accepting a message.  Because the system requires an approved cryptographic token before it accepts an email, neither the system nor the user needs to go through incoming email to filter it according to keywords or content.  Any email that is not within the user-defined class gets rejected. 

Another large online community/service provider then discussed its approach to governance.  As a practical matter, most users don't change the default settings that accompany their tools, but some do. This company gives users using their IM platform the option of preventing people not on their buddy list from contacting them.  Most users do not use this feature, choosing to leave access open so that they can hear from people they didn’t know they wanted to hear from.  Providing the option, rather than just adopting the most popular setup and imposing it on everyone, allows users to make individual decisions about tradeoffs.  The company is developing an email solution that allows for domain authentication.  Email that fails authentication is not simply bounced; it is routed to a bulk mail folder.  The company is also using a third party to verify online merchants -- for example, to verify that a particular company is authorized to sell regulated items such as prescription drugs or cars.  The company sees this as a way of providing a trust label for a transaction.  The group felt that the company’s use of a third party for verification of sellers (thus providing metainformation about sellers that is useful to end-users) was a good example of how the Accountable Net idea goes beyond spam.
The last presentation was from Identity Commons, an organization probing the question of the representation of identity in the digital space.  What control do you have over your identity information?  What kind of infrastructure will enable a connection between you and another person in the digital space that preserves democracy, privacy, and security?  One of their technology projects is the Extensible Resource Indicator (“XRI”), which enables the creation of a unique identifier for each person on the Internet.
  The goal is to make it impossible for a centralized body, be it private or governmental, to aggregate this identity information.  The user will control how permissions are given to others and the infrastructure will support brokered relationships, in which intermediaries are allowed to act on behalf of the user.  

XRI is an open standard that has gone through the OASIS standards process. It will not require a centralized institution or location where the data is kept.  One will be able to host one's identity information on one's own server, or delegate that responsibility to a non-profit or commercial entity.  
Some participants were skeptical as to whether XRI would work.  A particular concern was that having a unique identifier would lead to violations of civil liberties, particularly with respect to privacy and anonymity.
This discussion of industry and non-profit initiatives resembling Accountable Net solutions suggested to some participants that the marketplace and polymorphic solutions will indeed allow online problems to be solved through self-ordering and self-governance.  Those solutions that achieve the right balance of tradeoffs will flourish, forestalling the need for any central authority to come in and create rules.  Others were more dubious about reliance on market forces, particularly given the domination of the marketplace by a very small number of powerful ISPs and powerful software providers.  They questioned whether a competitive marketplace actually exists and predicted that single dominant solutions would emerge.
Finally, some pointed out that certain solutions, such as domain verification, may be considered repairs of flaws in first generation internet architecture.  These might not be accountability solutions at all, but merely technical improvements that do not implicate the civil liberties concerns and tradeoffs that the Accountable Net implies.

Concerns
The discussion then turned to the implications of the Accountable Net that make people uncomfortable.  These concerns fell within two overlapping categories: civil liberties and the so-called “end-to-end” principle.

The 
civil liberties concerns identified included privacy, due process, and free speech.  First, with regard to privacy, it was observed that while authentication is not the same thing as identification, many solutions that require the first inevitably move towards a “soft” version of the second.  To participate richly online, you must identify yourself in some way that can be authenticated, even if pseudonymously.  But once these authenticated data are created, there is a real concern about what central agencies/government entities will have access to.
  The group was particularly concerned about the need for procedural protections against innocent or malicious errors in determining
 who is trusted and who is not trusted (whose voice is heard and whose is not).  This was described as a “due process” concern, although strictly speaking the term is inapplicable in that the government is not the relevant actor.  An inaccurate “accountability rating” would be a direct and possibly irreparable reputational harm, at least to the person’s online identity, with significant practical consequences.  A person with a low reputation score could be effectively locked out from participating in meaningful online communication.  One suggestion was that individuals must have access to information about the level of trust associated with them, perhaps through some analog to the Fair Credit Reporting Act
 (someone suggested calling it the “Fair Accountability Reporting Act”).  Some suggested a legal requirement of disclosure, even without a request from the individual concerned.
This discussion shifted into concerns regarding free speech and fears of silencing those deemed irresponsible, or simply annoying, by the majority of users and therefore given low accountability ratings.  Not everyone saw this as a problem.  One person asserted that while everyone has a right to speak, “nobody has the right to be heard.”  Another responded that while that is a defensible proposition, it goes to the heart of real complexity in First Amendment law.  This response recalled a comment made earlier in the day that people tend to isolate themselves from things they don’t like to hear, which is potentially dangerous.  Others saw content-based filters as raising free speech concerns because they can be overinclusive, blocking much valuable speech.  For example, existing content-based filters could prevent delivery of a message about breast cancer sent by a hospital.  And finally, where there is a small set of players providing accountability solutions who themselves are unaccountable, an attractive target for government regulation ("someone should be in charge") may be created. 
The end-to-end principle also prompted discussion.  Participants stressed the importance of this principle, which dictates that decisionmaking should occur as close to the endpoints as possible.  Solutions that move power away from the individual user and towards a centralized authority, whether it be government, one's ISP, or some other entity, conflict with the end-to-end principle.  A particular value and defining feature of the internet is empowerment of the individual.  Any intervention must maintain, or, better yet, utilize, this democratic power shift.  Solutions should be designed to give people more information and more control over private information.
This session of the Roundtable concluded with the sense that participants have an opportunity to protect civil liberties values and promote the end-to-end principle by working closely with those designing Accountable Net solutions.  It was felt that problems which will lead to Accountable Net solutions cannot be unilaterally solved by laws or by technology, and that designers need help from policy people.  There is a clear tension here between the potential benefits of good laws, like a well-drafted Fair Accountability Reporting Act, and a fear that a government’s actions to fix spam and spyware may be more burdensome and intrusive than the spam and spyware itself.  Another valuable insight was that if governments are tempted to regulate, new technical solutions should be designed to forestall “bad” regulation.  For example, concerns that the government will have access to caches of personally identifying data should promote solutions that do not aggregate such data in the first place.
Finally, it was agreed that the social costs and benefits of a particular solution cannot be quantified in absolute terms.  The civil liberties threats of a particular solution are best evaluated by comparing the solution to possible alternatives rather than by evaluating it in isolation.
Next Steps

During the final session, the group took a step back from the details.  The group felt that some very significant developments and consequences had been identified and that there were distinct opportunities for the group to have a life beyond the Roundtable.  Some participants had suggested earlier in the day that The Accountable Net was a call to people concerned about these problems and these values to come together and speak with an organized voice.  Industry usually speaks with one voice while public interest groups do not, and public interest groups frequently end up losing out as a result.  Moreover, if enough Internet users start to adopt certain Accountable Net solutions and principles, the market will “tip,” quickly and irrevocably embracing particular solutions.  This means that there is now an opportunity to influence the market which could later be lost.  

Finally, despite the general embrace of the end-to-end principle, there was a fear that an apathetic public would effectively cede decisions to institutional players.  Most users will accept the defaults set up by large institutional players.  Whether users have meaningful options will be driven by the usability of large-company solutions.

The Roundtable illuminated a valuable opportunity for the participants: to collect information about civil liberties concerns and other threats and opportunities from end-users and the marketplace and route it to the people in the middle who are building Accountable Net technologies -- writing code that will be used by the public -- and who might make use of advice on governance.
At this point, several next steps were discussed:

First, the group talked about participants in their individual capacities providing information and encouragement to key decisionmakers, primarily individuals within the large ISPs.  Roundtable participants can play a role by ensuring service providers are educated about values and technology options. A “Nixon goes to China” approach was discussed: what if a public interest group actually created an identity schema that embodied its privacy ideals and then took that to a large online company?

Alternatively, the group could play an information provider role in a structured capacity by forming an advisory group.  Such a group could provide a broad set of insights about what is going on with Accountable Net initiatives.  There are ways to make this work virtually, by forming an online organization or group blog.  The group would have to be constituted diversely enough to provide a voice to the full spectrum of opinions.  Additionally, it could be a conduit, routing opinions from those on the edge to the group’s audience.  A “comments” form on a group blog could give a voice to the edge.  Such an organization could also perform lobbying efforts designed to reach out and aggressively educate governments.  Or the group could focus on playing an advisory role to specific actors.

Third, the group could promote a specific technology or form a software company that would create solutions that reflect the views expressed during the Roundtable.  The group could build new systems and form new experiments or raise money and fund open source projects that convert the discussion into code.  It was suggested that if the group focused on developing technologies which succeeded in the marketplace, that would have real impact.  If the Accountable Net remains merely conversation, the opportunity to effect change will be lost.

Fourth, the participants could bring individuals together who have been working on these ideas and have an interest in this area.  The goal would be to coalesce a social movement.  It was stressed that such an effort must create a social movement and not just a gathering of the usual experts, or else it will be dismissed as something not worth funding.

There was also a proposal to change the name from the Accountable Net to something else, like “Trusting the Net.”  Some participants felt that the word “Accountable” would make some civil libertarians uncomfortable and might send the wrong message to governments because it encourages a regulatory mindset.  Some urged that the name be sufficiently clear to make it possible for people to readily agree with it.  And the idea’s principles must be crisply articulated.

Finally, the group felt that regardless of what next step or steps were taken, it was necessary to keep discussing and challenging core values and guiding principles.  Although the group was quick to embrace the end-to-end principle as an ideal, there was a challenge to the room to make a better case for end-to-end.  By continuing to challenge these values, and test concerns prompted by Accountable Net technologies, important but obscure principles may be recognized and built into solutions before it is too late.
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� David R. Johnson, Susan P. Crawford, & John G. Palfrey, Jr, The Accountable Net: Peer Production of Internet Governance.  Hereafter, references to the paper are in italics; references to the concept areor in roman.


� Professor, New York Law School.	


� Assistant Professor, Cardozo School of Law; Policy Fellow, Center for Democracy & Technology.


� Executive Director & Lecturer on Law, The Berkman Center for Internet & Society at Harvard Law School.


� “A Netizen (a portmanteau of Internet and citizen) [also known as a cybercitizen] is a person actively involved in online communities. . . . Netizens, who use and know about the network of networks, usually have a self-imposed responsibility to make certain that it is improved in its development while encouraging free speech and open access.”  Wikipedia, Entry for “Netizen,” at � HYPERLINK "http://en.wikipedia.org/wiki/Netizen" ��http://en.wikipedia.org/wiki/Netizen� (last visited October 17, 2004).


� Technical specifications for Tripoli can be found on the web site of People for Internet Responsibility (“PFIR”), � HYPERLINK "http://www.pfir.org" ��http://www.pfir.org�.  PFIR – which has essentially no resources and exists only on the web – hopes that someone will take the technical specs for Tripoli and develop the solution.


� See http://xdi.org/xri-explained.html (last visited October 17, 2004).  [Susan – the URL that was here takes you to a guitar maker; this seemed the best alternative.  Maybe we should give the Identify Commons home page?]


� The Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq., adopted in 1970, imposes various procedural requirements on cCredit Rreporting aAgencies in order to ensure the accuracy of information maintained by them.  It guarantees individuals access to information about them and allows them to insist on correction of errors.
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